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2024 Charities 

Air Ambulance UK Muscular Dystrophy UK

Every year, speakers and delegates at the GSE UK Conference 

donate to the charities we help. This year is no exception and 
we aim to collect donations for two worthy causes:
Air Ambulance UK and Muscular Dystrophy UK.

Please consider showing your appreciation by kindly donating 

a small sum to our charities this year!!

https://www.airambulancesuk.org/
https://www.musculardystrophyuk.org/


What is Ansible?

Ansible is a provisioning, configuration management 
and application deployment tool.

Tagline: “Turn tough tasks into repeatable playbooks”.

Rather than managing one system at a time, Ansible 
models your IT infrastructure by describing how all 
your systems inter-relate.
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Common usage of Ansible

• System provisioning

• Installing applications

• Managing users

• Updating certificates

• Continuous delivery

• Configuration management
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Why is Ansible so popular?

Ansible is extremely popular across many enterprises. For 
example, it’s now the top cloud configuration tool and is heavily 
used on-prem too.

• Generically applicable to lots of scenarios

• Easy to write automation

• Opportunity to standardize enterprise automation strategy

• Makes configuration as code more realistic

• Thousands of community developed extensions
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Ansible architecture
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Ansible Glossary

• Ansible –The runtime that executes your automation. A Python application.

• Ansible Playbook - The ‘script’ that implements your automation.  A dialect of 
YAML

• Ansible Collection – An extension to Ansible, installed using the ansible-galaxy 
CLI tool

• Ansible Galaxy – An online repository of 3000+ community developed Ansible 
extensions

• Ansible Automation Platform – An ecosystem of technologies to support your 
Ansible Automation strategy (a Red Hat offering)
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Ansible the Runtime

Ansible is a Python application which runs on the control node, and orchestrates 
automated processes on the managed nodes

Going to demonstrate how to set up Ansible for developing automation for z/OS, 
with a “Hello, world!” example

It’s one-time set-up (for everyone)

There are better ways of making your automation available to everyone (which 
we’ll come on to later)
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Windows

Ansible is native to Unix-like operating systems

This means Ansible doesn’t run natively in Windows

If you’re using Windows and want to do this, you’ll need to use WSL
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Python

Installation instructions for Python will vary depending on which platform you’re 
using

I prefer to use pyenv to manage different versions of the Python runtime

Latest version of Ansible requires >=Python 3.10
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Installing Ansible

Ansible is installed from the online Python package repository PyPI (Python 
Package Index)

When you install Python, it comes with a CLI tool for installing packages, pip
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ansible runtime ansible runtime and ~85
community collections

pip install ansible-core



Installing Ansible



VS Code

1
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Playbooks

Ansible playbooks are YAML files

Each playbook:

• Selects a set of hosts from your 
inventory (coming up)

• Can set some variables

• Runs a list of tasks against those 
target systems

1
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Running our first playbook

Ansible comes with a set of CLI tools 
for running your automation

We’re going to use the ansible-
playbook command to execute our 
new playbook 

1
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ansible-playbook –i 

<inventory> <playbook>



Running First Playbook

1
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Inventory

How to tell Ansible about the remote 
systems you’re targeting

You can also set per-host variables in 
your inventory

Some variables are built-in (like 
ansible_python_interpreter)

We’ll also set some custom variables
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A note on code pages

Ansible isn’t “of Z” so needs a bit of 
instruction to accommodate EBCDIC 
code pages

We’ll set up a variable in our inventory 
which contains the magic environment 
variables we need

Note: This doesn’t actually set the 
environment variables, we have to do 
that in our playbooks!
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SSH

Last thing to do before we can run 
playbooks is set up authentication

Ansible does support password 
authentication, but it’s HIGHLY 
recommended to set up passwordless
cryptographic key based 
authentication

2
0

Generate a key locally

ssh-keygen -t rsa -f ~/.ssh/stewf-zos -C 

stewf-zos -b 2048 

Copy to z/OS

ssh-copy-id -f -i stewf-zos 

winmvs2c.hursley.ibm.com



~/.ssh/authorized_keys

ssh-copy-id copies your public 
key to a file in your z/OS user 
directory

~/.ssh/authorized_keys

/python/v3114/pyz/bin:>cat 
~/.ssh/authorized_keys

ssh-rsa <text-encoded-key> stewf-zos

2
1

Holders of the private keys associated 

with these public keys will be able to 

authenticate as your user, so make 

sure you know what’s in there

There are stringent permission 

requirements on the ~/.ssh directory to 

make sure other users on the shared 

system can modify this file



z/OS functionality

z/OS extensions for Ansible are 
distributed on Ansible Galaxy (galaxy. 
ansible.com)

They provide additional Ansible tasks 
(amongst other things) which extend 
Ansible to be able to manage z/OS 
resources

ibm_zos_core provides foundational 
capabilities e.g. submit a job, allocate 
data sets etc

2
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https://galaxy.ansible.com/
https://galaxy.ansible.com/


Installing collections

Ansible comes with a separate CLI tool 
for managing installation of collections 
called ansible-galaxy

We’ll use it to install the 
ibm_zos_core collection
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ansible-galaxy collection install ibm.ibm_zos_core:==1.9.0 -p ./collections

Collection name
Collection version

Playbook-adjacent collections dir



IBM z/OS Open Automation Utilities

Many of the Ansible collections for z/OS rely on a 
supporting library called zoau

Ansible modules execute in Unix System Services, so 
they need some help to access MVS resources (like 
data sets, jobs, operator commands)

zoau provides that help

It’s a collection of USS CLI utilities for working with 
MVS resources

And a set of Python APIs in order to support Ansible
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Examples:

dls -l "STEWF.*”

/u/stewf:>dls -l "STEWF.*"

STEWF.ISP25121.SPFLOG1.LIST          PS  VA     125 P2P623

STEWF.ISP33598.SPFLOG1.LIST          PS  VA     125 P2P10E

STEWF.ISP33598.SPFTEMP0.CNTL         PS  FB      80 P2P100

STEWF.ISP58906.SPFLOG1.LIST          PS  VA     125 P2P0CF

jls ‘/EXPAUTO’

/u/stewf:>jls '/EXPAUTO'

EXPAUTO  EXPAUTOY JOB30874 CC        0000

EXPAUTO  EXPAUTOY JOB30864 CC        0000

EXPAUTO  EXPAUTOY JOB30744 CC        0000

EXPAUTO  EXPAUTOY JOB30743 CC        0000

EXPAUTO  EXPAUTOY JOB30742 CC        0000

EXPAUTO  EXPAUTOY JOB30714 CC        0000

EXPAUTO  EXPAUTOY JOB30701 CC        0000



Which ZOAU version to get?

There’s quite a tight coupling between 
the version of the ibm_zos_core
collection, and the version of ZOAU

The best reference for which versions 
are compatible is found on the 
integrated doc site here
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https://ibm.github.io/z_ansible_collections_doc/ibm_zos_core/docs/source/resources/releases_maintenance.html


IBM Open Enterprise Python + ZOAU 
Support
With z/OS 3.1, IBM Open Enterprise Python and 
ZOAU are now available to install with z/OS as no-
charge products

They’re available at no-cost license and no-cost S&S

i.e. they’re bundled and supported with z/OS 3.1

See the announcement
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https://community.ibm.com/community/user/ibmz-and-linuxone/blogs/fiona-king1/2024/06/24/zos-31-2q-2024-enhancements?communityKey=2eba32a4-9426-4331-81e7-8ea120e4fd99


z/OS Scenarios - DFHCSDUP

Let’s try and automate a simple CICS scenario with 
the ibm_zos_core collection

We’ll use the zos_job_submit module, to run the 
DFHCSDUP program to list the contents of a CSD 
group

We’ll write a simple Jinja template to generate the 
right JCL
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z/OS Scenarios

2
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z/OS Scenarios – DFHCSDUP via 
zos_mvs_raw
The zos_mvs_raw module gives us a different option 
for executing z/OS programs – one without going via 
JES

We can convert the JCL template from the previous 
example into Ansible configuration, cutting out the 
templating entirely
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z/OS Scenarios – Certificate Renewal

The Ansible Z Sample Playbook GitHub repository is 
a shared samples repo for all the IBM Z collections 
for Ansible

There are documented examples there for working 
with e.g. ibm_zos_core, ibm_zos_cics, ibm_zos_ims, 
etc

Let’s take a look at the certificate renewal sample

3
0



3
1



3
2



3
3

z/OS Scenarios – Certificate Renewal



Certificate Management playbook
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There’s a great video which explains the 
search_and_renew.yml playbook on mediacenter

The video also shows how to provide a piece of 
Ansible automation as-a-service with Ansible 
Automation Controller

Check out the sample in the Z Ansible Playbook 
Samples repo

https://mediacenter.ibm.com/media/Certificate+management+automation+with+Ansible+for+z+OS/1_sx6oqr00
https://github.com/IBM/z_ansible_collections_samples/blob/main/zos_concepts/certificate_management/search_and_renew.yml
https://github.com/IBM/z_ansible_collections_samples
https://github.com/IBM/z_ansible_collections_samples


Automation as a service

3
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By using Ansible Automation Platform across the 
enterprise you can take a higher-level view, without needing 
to know the specifics of exactly how individual playbooks 
are put together.

Users can use Automation Controller to run playbooks 
without having to install Ansible themselves, and run them 
with functional credentials.

They can also schedule automation to run at specific 
times, such as a monthly audit or a dashboard refresh 
every minute.



One Subscription. One integrated platform.
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Red Hat Ansible Certified Content for IBM Z: 
Collections

3
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Available on Ansible Galaxy here and on Automation Hub

IBM z/OS® Core 303,024 Downloads

IBM z/OS® CICS® 18,734 Downloads

IBM z/OS IMS 50,252 Downloads

IBM z/OSMF 6,301 Downloads

IBM Z® Hardware 
Management 

Console
100,192 Downloads

IBM zSystem
Automation

3,748 Downloads

Collectively

• 63 Modules

• 13 Roles

ibm.biz/BdfrAu
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